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Snabbguide for validering av Edusign samt
installningar i Adobe Acrobat

1. Innan filer som signerats med nagon form av e-underskrift laddas upp i Public
360 behover signaturen valideras for att sdkerstélla att den &r giltig vid tidpunkten
for registrering.

Den hir lathunden forklarar hur du validerar signaturer via Edusign. Aven olika
former av e-underskrifter som SLU far in frn externa motparter behdver valideras,
men hur det gors varierar beroende pa tjanst. Hur man skriver under med Edusign
forklaras i en annan snabbguide.

En fil som skrivits under i eduSign far tilldgget ” signed” i filnamnet.
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| Beslutsdokument 1 2021-04-09 15:28 Adobe Acrobat D.. 178 kB

| Beslutsdokument 1 signed 2021-04-12 112 Adobe Acrobat D... 263 kB

2. For att validera filen, ga in pa https://validator.edusign.sunet.se/ och klicka pa

Bliiddra. Ingen inloggning krivs for att validera en signatur. Aven externa parter
kan validera dokument som SLU har skrivit under via denna sida.

&« C @ https//validator.edusign.sunet.se g
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3. Du fér nu upp ett utforskarfonster, diar du kan vilja vilken fil du vill validera.
Det gér bara att validera en fil i taget. Klicka pa Oppna.

r

e Oppna

&~

Ordna -

- T

Ny mapp
SLU Styrelse & A
gemensamt
Ledningskans
Styrelsehandli #
bemanning2020
Férvaltningsgrup
TEMP

Vesuvius

& OnelDrive

™ Den hér datorn
B 3D-objekt

-

£

Bilder
Dakument

MNamn

ﬂ Beslutsdokument 1
j] Beslutsdokument 1_signed

» Den har datorn » Dekument » eduSign » Dokument

Senast &ndrad

2021-04-09 15:28
2021-04-12 1012

a Beslutsdokument 2

ﬂ Beslutsdokument 2_signed
7] Beslutsdakument 3

EI Beslutsdokument 3_signed
ﬂ Beslutsdokument 4

T] Beslutsdokument 4_signed
a Beslutsdokument 4_signed svt
ﬂ Beslutsdokument 5

T] Beslutsdokument &

a Beslutsdokument 7

ﬂ Beslutsdokument 8

j] Beslutsdakument 9

Typ: Adobe Acrobat Document
Storlek: 262 ki
Senast dndrad: 2021-04-12 10:12

2021-04-15 10018
2021-04-09 15:28
2021-04-1514:13
2021-04-15 14:22
2021-04-09 15:28
2021-04-09 1528
2021-04-09 15:28
2021-04-09 15:28
2021-04-09 1528

[4] £ soki Dokument

lyp

Adobe Acrobat D...
Adobe Acrobat ...
Adobe Acrobat D..
Adobe Acrobat D...
Adobe Acrobat ...
Adobe Acrobat D...
Adobe Acrobat D...
Adobe Acrobat ...
Adobe Acrobat D...
Adobe Acrobat D...
Adobe Acrobat ...
Adobe Acrobat D..
Adobe Acrobat D...
Adobe Acrobat ...

Filnarmn: |Beslut5dokument 1_signed

~ | Alla filer

E- m @
Storlek

78 kB
263 kB
178 kB
262 kB
178 kB
263 kB
178 kB
263 kB
275 kB
178 kB
178 kB
178 kB

78 kB
178 kB

“ Oppna | ¥ Avbryt
: o
4. Klicka sedan pa Ladda upp.
£ Medarbetarwebber L= Informationshanter E# Topothek Portal - D o~ 380° - Sdk dokument i EMBL Heidelberg @ Start - Riksarkivet 55 Sunet Status » Owrig:

eduSign

Validering av elektroniska underskrifter

Ladda upp underskrivet dokument som skall valideras

Beslutsdokument 1_signed.pdf
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5. S& hir ser det ut vid en godkéind validering.

1. Har framgér att alla underskrifter pd dokumentet ar giltiga. I det har fallet
finns bara en underskrift, om det finns flera underskrifter pA dokumentet s
visas de efter varandra.

2. Om det finns flera underskrifter ar det bara den sista underskriften i
ordningen som har texten “Underskriften ticker hela dokumentet”.

3. Inloggningen for den som skrivit under, hir kan du skilja medarbetare at
om de har samma namn.

Validering av elektroniska underskrifter
Dokumnent Beslutsdokument 1_signed.pdf

Status & Alla underskritter r giltiga
Dokumenttyp PDF

Utfarda dokurnent med valideringsintyg |

Status
Valideringsmetod

Kan valideras t.o.m

& Underskriften &r giltig
Signaturvalidering

2022-04-12 10:07 CEST

Omfattning Underskriften tacker hela dokumentet
Tid fér underskrift 2021-04-12 10:11 CEST
Legitimeringstjanst https://fidp-shib.slu.se/idp

E-tjinst httpsy/fedusignsunet.sefshibhaleth

Undertecknad av

Anvidndarnamn Patrik Spanning Westerlund
Farnamn Patrik

Efternamn Spanning Westerlund
EDUPersoen ID paspl00T @slu.se
Landskod SE

6. Om allt ser bra ut, klicka pa Utfirda dokument med valideringsintyg.
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e

Validering av elektroniska underskrifter
Dokument Beslutsdokument 1_signed. pdf

Status @ Alla underskrifter &r giltiga

PDF /

[ Utfdrda dokument med valideringsintyg ]

Dokumenttyp

7. En fil med valideringsintyg laddas ned till datorn. Den har fatt tilldgget ”.svt” 1
slutet av filnamnet. Filen hamnar vanligen i mappen Hamtade filer, beroende pa
vilka instédllningar du har p& datorn. Det &r den filen du ska ladda upp i Public 360.

« v 1 ¥ » Denhirdatorn » Himtade filer

-~

Narmn ~  Senast dndrad

v 3 Snabbatkomst

[ Dokument o+  Idag (1)
¥ Hamtade filer [#) Beslutsdokument 1_signed.svt 2021-04-23 12:24
= Bilder + ~ |gar (1)

v D £ sok

Typ Storlek

Adobe Acrobat Docu... 275 kB

8. Valideringsintyget syns inte pa signatursidan, men visas i signaturpanelen i

Adobe Acrobat, efter underskrifterna.

E\ Beslut om vérstadning - Adobe Acrobat Pro DC
File Edit View Window Help

Home  Tools Beslut om vérstadn...

8= Q ® O 2 KA MO @ wm- R

@ This file claims compliance with the PDF/A standard and has been opened read-anly to prevent modification.

@ Signatures X

[]~ Validate All

N

vé% Rev. 1: Signed by Patrik Spanning Westerlu ~

Signature is valid:

Signature page
This document has been electronically signed
using eduSign.

Document has not been modififlsince th

R

Signer's identity is valid
Signing time is from the clock on th®&ign

Signature is not LTV enabled and will expir

Electronically signed by

Patrik Spanning Westerlund
Date and time of signature
2021-04-12 08:11 UTC
Authenticated by

Sveriges Lantbruksuniversitet

. . eduS
» Signature Details uSign

& @

Last Checked: 2021 12:26:17 +02°000

Field: Signat page 3
Click to viewThis version
~ a3 Rev. 2: Signed by eduSIGN Validator G1 <no
Signature is valid
Docurment has not been modified since th
Signer's identity is valid
Signature is a document timestamp signa’

Signature is LTV enabled v
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9. Du kan behova gora en instéllning i Adobe Acrobat for att signaturerna ska visas
korrekt nir du dppnar filen. Oppna signaturpanelen.

Tillfalligt_tillagg_till_antagningserdningen_styrelse_20110¢
File Edit View Window Help

Home Tools Tillfalligt_tillagg_till_... %

B8 X Q

éa Signed and all signatures are valid.

(=

A
.

10. Expandera signaturen samt dven raden Signature Details och klicka pa
Certificate Details.

Tillalligt till_antagningst

File Edit View Window Help

Home Tools Tillfalligt_tillagg_till_... x

B8 H Q

&a Signed and all signatures are valid.

(&

> épo Rev. 1: Signed by Karin Holmgre
@ &3 Rev. 2: Signed by Rolf Brennerf

g.- Signature is valid:
e

Document has not been moc

Signatures x

[=] - Validate All

Signer's identity is valid
Signing time is from the cloc
Signature is not LTV enabled
ﬁ ~ Signature Details
Certificate Details...
Last Checked: 2020.11.16 11:52:4
Field: Signature? on page 4

Click to view this version
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11. Markera det Oversta certifikatet i vanstra kolumnen och klicka sedan pa fliken
Trust i hdgra kolumnen.

Certificate Viewer x

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[]Show all certification paths found ‘

SRR Rl ge ol Summary  Details Revocation Trust  Policies Legal Notice
= sign-CAl eduSign
Rolf Brennerfelt LL SUNET - eduSign Root Certification Authority

Sunet
lssued by:  SUMNET - eduSign Root Certification Authority
Sunet
Valid from:  2019/03/01 23:34:47 +01'00'

Valid to:  2035/05/07 23:34:47 +071'00°

Intended usage:  |Digital Signature, Sign CRL, Sign Certificate (CA)

12. Klicka pa Add to Trusted Certificates och bekrifta i de efterf6ljande
dialogrutorna.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] Show all certification paths found

SUMET - eduSign Root Certifil  Summary Details Revocation Trust  Policies Legal Notice
= sign-CAT eduSign
Karin Holmgren

Trust Settings
This certificate is trusted to:
i Sign documents or data

® Certify documents

#  Execute dynamic content that is embedded in a certified
document

3 Execute high privilege JavaScripts that are embedded in a
certified document

3 Perform privileged system operati (networking,
printing, file access, etc.)

en
Add to Trusted Certificates...

£ >

@ The selected certificate path is valid.
The path validation and revocation checks were done as of the signing time:

2020/11/07 14:23:41 +07'00"
Validation Model: Shell

OK
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Acrobat Security pod

. If you change the trust settings, you will need to revalidate any signatures to see the
l % change.

By directly trusting the signer's identity you are overriding all inherited trust settings.
Are you sure you want to do this?

Import Contact Settings

Certificate Details
Subject: SUNET - eduSign Root Certification Authority
Issuer:  SUMET - eduSign Root Certification Authority

Usage: Digital Signature, Sign Certificate (CA), Sign CRL

Expiration: 2035-05-01 23:34:47

Trust

A certificate used to sign a decument must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for
Signed documents or data
[ Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,
etc,)
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13. Valideringsintyget har sitt eget certifikat och Adobe Acrobat kan behova stéllas
in s att det accepterar dven detta. Gor pd samma sétt som i de tidigare stegen. Vilj
den sista signaturen, den som avser valideringsintyget, och klicka pa Certificate

Details.

File Edit View Window Help

Home Tools Beslut om varstadn... X

@ This file claims compliance with the PDF/A standard and has been ¢
Signatures X

[=Z] ~ Validate All

> % Rev. 1: Signed by Patrik Spanning Westerlund

v B Rew. 2: Signed by eduSIGN Validator G1 <noc@s

RO OB

Signature is valid:
Document has not been modified since this s
Signer's identity is valid

Signature is a document timestamp signature

5 @

Signature is LTV enabled

e Signature Details

Last Checked: 2021.05.07 16:44:05 +02'00'
Field: Signature2 (invisible signature)

Click to view this version

14. Markera det Oversta certifikatet 1 vénstra kolumnen och klicka pa fliken Trust.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chai
the selected entry.

[[] Show all certification paths found

eduSIGN Validator G1 Summary Details Revocation Trust  Policies
u eduSIGM Validator G1 <noc@s
SUMNET

lssued by:  eduSIGM Validator G1 <noc@s
SUMNET
Valid from:  2021/01/18 22:43:01 +02'00"
Valid to:  2071/01/18 22:58:01 +02'00"

Intandad icana e -0 e . n n =
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15. Klicka pa Add to Trusted Certificates. Godkinn sedan i de f6ljande
dialogrutorna, som i steg 12.

ficate Viewer

1is dialog allows you to view the details of a certificate and its entire issuance chain. The details correspont
1e selected entry.

15how all certification paths found

duSIGN Validator G1 <noc@|  Summary Details Revocation Trust  Policies  Legal Notice

This certificate is directly trusted in your trusted certificates list,
Trust Settings
This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are

trusted to:

¥  Sign documents or data
#®  Certify documents

#  Execute dynamic content that is embedded in a certified
docurment

#  Execute high privilege JavaScripts that are embedded in a
certified document

#®  Perform privileged system operations (networking,
printing, file access, etc.)

Revecation checking is not performed for this cel te because
it is directly trusted as a trust ancher,

Add to Trusted Certificates...

16. Nér du laddar upp filen i Public 360 (oavsett om det sker nér du skapar
dokumentet, eller i efterhand som hér), sa se till att det ar filen med
valideringsintyg du laddar upp, den har .svt” i slutet av filnamnet.

§ PPSOnline-Helamodellen- M. X g+ 360° - Arendedokument: Beslut - X [ eduSign document validation re= X |+

< [¢] @ https//publictestsiu.se/locator/DMS/Document/Details/Simplified/61000?module=Document&subtype=61000&recno=9492638Verl D=944424

31 Appar A Medarbetanwebbes 2 Informationshanterr g+ 360°-Test o 360° SunetStatus 5 eduSi

]

od  [E§ Topothek Portal - D [ Home-TsC EMBL Heidelberg - B Stert - Riksarkivet

Hem - Under arbete » (] » Arende: Beslut om varstadning » Arendedokument: Beslut om varstadning

s N
¢ Tilloaka tll Arende: Bes... (o0 | skeivinsokord Q) Avencerad sokning © isorik ¥ Favc
A B e f -
Beslut om varstadning ¥ | Hamtade filer
Arendedokument: ua 2022-66-1 stat  Dela  visa
Ij  Kipp ut x E:ﬁ T e
T —— ek
Arbetsflode Dokumentfunktioner Fasti  Kopicra Kiistra Fytta Kopiera Ta Bt Ny
Snabbitkomst in [0 Kistraingenvg i~  tillv  bortr namn  mapp
Urklipp Ordna Nyt
- « v » Den hardatern » Hamtade filer »
@ Filer (0) ¥
Visa filerna kopplade tll dokumentet A Namn
v Snablbitkomst
|Z) Dokument # | idagh)

@ valjeller dra W m Beslutsdokument 1_signed.svt .pdf

Decision document 1-signed.svt.pdf

= Bilder ~
v Titel Senast andrad 51U Styrelse . lonebeskedny1 (15).pdf
! desktop.ini
gemensamt » .
Det finns inget att visa | denna listvy  Igar (1)
Ledningskansliet » _
Styrelschand! . % Template Designer_Public_380zip
relsehandlingar
AN nasndN1 - ~ Tidigare den har veckan (3)
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17. Skriv ocksa i kommentar pad dokumentet att signaturerna ar validerade, via
vilken tjanst de dr validerade och vilket datum validering har skett. I de fall
motparten signerat med nédgon annan 16sning, t.ex. Adobe Sign eller DocuSign,
anger du hur den signaturen validerats.

— . . 7 »x W
- Redigera egenskaper: Arendedokument
< Tillbaka till Arende: Bes... '\ 360°
Generellt * Kontakter Kommentar
A = e
Beslut om varstadning - - : - I
Signaturer validerade via https:/Avalidator.edusign.sunet.se/ 2022-04-01 I
Arendedokument: ua 2022-66-1 -
Arbetsflide Fardigstall/expediera Dokumentfunkti
@ Filer (0) ] it
Visa filerna kopplade till dokumentet i Bd
s 4
(@ valj eller dra filer hit G nyfil Ny filreferens ~ ba
3di

v Titel
| kat

-
] Beslutsdokument 1_signed.svt
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