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Quick guide for validating Edusign signatures and
settings in Adobe Acrobat

1. Before files signed with any kind of e-signature can be uploaded to Public 360,
the signature has to be validated to make sure it is valid at the time of registration.

This quick guide explains how to validate signatures with Edusign. SLU receives
different e-signatures from external parties; they all need to be validated. How this
is done depends on the service. There is another quick guide explaining how to
sign documents using Edusign.

A file signed using Edusign will get the suffix “-signed”.
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Decision document 1.pdf 2021-04-09 13:59 Adobe Acrobat D...
Decision document 1-signed.pdf 2022-03-23 12:40 Adobe Acrobat D...
[+] Decision document 2.pdf 2021-04-09 15:59 Adobe Acrobat D...

2. To validate a file, access https://validator.edusign.sunet.se/, change the language
to English and click Browse. No login is needed to validate a signature. Any
external party can validate a file signed by SLU using this web service.

eduSign

Validering av elektroniska underskrifter

Ladda upp underskrivet dekument som skall valideras

Select filer ...
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https://validator.edusign.sunet.se/

Quick guide for validating Edusign signatures and settings in Adobe Acrobat

3. A file explorer window opens, where you can choose the file to validate. You
can only validate one file at a time. Click Open.

¢ Open X
1 » ThisPC » Documents » eduSign » Dokument w [¥] 2 Search Dokument
Organise * New folder - ™ @
Styrelsehandl # * Name Date modified Type Size ~
AD_pasp000T Beslutsdokument 6.pdf 09/04/2021 15:28 Adobe Acrobat D... 178 KB
. exbevis - Beslutsdokument 7.pdf 05/04/2021 15:28 Adobe Acrobat D... 178 KB
Dokument Beslutsdokument & pdf 09/04/2021 15:28 Adobe Acrobat D... 178 KB
Beslutsdekument 9. pdf 09/04/2021 15:28 Adobe Acrobat D... 178 KB
Flexredovisning
Beslutsdekument 10.pdf 09/04/2021 15:28 Adobe Acrobat D... 178 KB
Lathundar och n _
Beslutsdokument 11.pdf 05/04/2021 15:28 Adobe Acrobat D... 178 KB
Verksamhetsplar Beslutsdokument.docx 09/04/2021 16:19 Microsoft Word D... 75Ke
@ OneDrive Beslutsdokument. pdf 14/10/2021 16:47 Adobe Acrobat D... 71 KB
Beslutsdokument_2022-03-07.docx 28/02/2022 19:14 Microsoft Word D... 75 KB
£ This e Beslutsdokument_2022-03-01.pdf 8/02/2022 19:14 Adobe Acrobat D.. 168 KB
J 3D Objects Beslutsdokument-signed. pdf 14/10/2021 16:49 Adobe Acrobat D... 163 KB
gned.p
[ Desktop Decision document 1.pdf 08/04/2021 15:59 Adobe Acrobat D... 179 KB
Documents Decision document 1-signed.pdf 23/03/2022 12:40 Adobe Acrobat D... 268 KB
; Downloads Decision decument 2.pdf 09/04/2021 15:59 Adobe Acrobat D... 179 KB
J’ Music Decision decument 3.pdf 09/04/2021 15:59 Adobe Acrobat D... 179 KB
= Decision document 4.pdf 06/04/2021 15:59 Adobe Acrobat D... 179 KB
ictures
Decision document 5.pdf 08/04/2021 15:59 Adobe Acrobat D... 179 KB
8 videos Decision document 5_Adobe.pdf 15/06/2021 16:49 Adobe Acrobat D... 187 KB
‘& 05Disk (C) Decision document 5_Adobe selfsign.pdf  15/06/2021 16:51 Adobe Acrobat D... 241 KB
% Network v Decision document.doox 09/04/2021 16:20 Microsoft Werd D... 75 KB v
File name: |Dec|s|on document 1-signed.pdf v| Al Files ~
4. Click Upload.
eduSign =
g SUNET
Electronic signature validation ey
Upload signed document for validation
Decision document 1-signed.pdf Remove  Upload Browse ...
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

5. This is the result of a successful validation.

1. Here, you can see that all signatures are valid. In this case there is only
one signature, if the file has multiple signatures they will be shown
consecutively.

2. If there are several signatures, only the final signature has the text "The
signature covers the whole document”

3. The user name of the person who signed, meaning you can identify SLU
employees with identical names.

eduSign

Electronic signature validation

Document Decision document 1-signed.pdf

Status @ All signatures are valid

Document type PDF

Issue document with proof of validation l

Status

Type of validation
Can be validated until
Coverage

Signing time

Identity provider

Service provider

Signer

Display name

Given name

Surname

EDUPerson principal name

Country code

@ Signature is valid

Signature validation

2023-03-23 12:29 CET

The signature covers the whole document
2022-03-23 12:39 CET
https://idp-shib.slu.se/fidp

https://edusign.sunet.se/shibboleth

Patrik Spanning Westerlund
Patrik
Spanning Westerlund

pasp0001@slu.se

SE
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

6. If everything is OK, click Issue document with proof of validation.

Electronic signature validation
Document Decision document 1-signed.pdf

Status @ Al signatures are valid

Document type PDF

’ |ssue document with proof of validation ] :

7. You will download a file with proof of validation to your computer. The file has
the suffix ”.svt”. It is usually found in the folder Downloads, depending on your
settings. This is the version of the file you must upload to Public 360.

¥1 < | Downloads

Home | share  view
o cut T New item D open - Fselectan
- v

wl Copy path %) Easy access ~ Edit 15 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename  New Properties
P [7] Paste shortaut g to = folder = o History 55 Invert seledtion
Clipboard Organise New Open Select
« v 4 &+ ThisPC > Downloads v o O Search Download:
Name Date modified Type Size

~ gk Quick access

Documents » v Today (3)

3 Downloads - Decision document 1-signed.svt.pdf Adobe Acrobat Docu.. 280 KB

[ Pictures * lonebeskedny1 (15).pdf Adabe Acrobat Docu... 37KB
SLU Styrelse . desktop.ini Configuration settings 1KB

PRV TN
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

8. The proof of validation is not visible on the signature page, but you can see it in
the signature panel of Adobe Acrobat, below the signatures.

a Decision about spring cleaning - Adobe Acrobat Pro DC

Home

8 X Q

Decision about spri... X

®

@ This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification.

m RO ODB

&

Iy

Signature is valid:

Last Checked: 2022.04.01 10:50:16 +02' 00k
Field: Signaturel on page 3

Click to view this version

Signatures X
=] - Validate All

[ % Rev. 1: Signed by Patrik Spanning Westerlund

Document has not been modiied since this s
Signer's identity is valid
Signing time is from the clock on

Signature is not LTV enabled and will

» Signature Details

v B Rev. 2: Signed by eduSIGN Validator G1 <noc@s

Signature is valid:

Document has not been modified since this s
Signer's identity is valid
Signature is a document timestamp signature

Signature is LTV enabled

» Signature Details
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.

SLU

173 kMO @ s o T
Sveriges lantbruksuniversitet
Swedish University of Agricultural Sciences
Department of seasonal cleaning DECI
Prefect
09/04,
Clean

Decision about spring cleaning

Decision



Quick guide for validating Edusign signatures and settings in Adobe Acrobat

9. You might need to change settings in Adobe Acrobat to make the signatures
show as valid. Open the signature panel.

Tillfalligt_tillagg_till_antagningserdningen_styrelse_20110¢
File Edit View Window Help

Home Tools Tillfalligt_tillagg_till_... %

B8 X Q

éa Signed and all signatures are valid.

(=

A
.

10. Expand the signature and also the line with Signature Details and click
Certificate Details.

Tillfalligt_tillagg_till_antagningsordningen_styrelse_201105_signed _1_
File Edit View Window Help

Home Tools Tillfalligt_tillagg_till_... *

B 8 H Q

&a Signed and all signatures are valid.

> Ab Revw. 1: Signed by Karin Holmgre
@ &a Rev. 2: Signed by Rolf Brennerf:

Q, Signature is valid:
e
Document has not been moc

Signatures x

[=] - Validate All

Signer's identity is valid
Signing time is from the cloc
Signature is not LTV enabled
a s Signature Details
Certificate Details...
Last Checked: 2020.11.16 11:32:4
Field: Signature2 on page 4

Click to view this version
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

11. Select the top certificate in the left column and then click Trust in the right
column.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[]Show all certification paths found ‘

SRR Rl ge ol Summary  Details Revocation Trust  Policies Legal Notice
= sign-CAl eduSign
Rolf Brennerfelt LL SUNET - eduSign Root Certification Authority

Sunet
lssued by:  SUMNET - eduSign Root Certification Authority
Sunet
Valid from:  2019/03/01 23:34:47 +01'00'

Valid to:  2035/05/07 23:34:47 +071'00°

Intended usage:  |Digital Signature, Sign CRL, Sign Certificate (CA)

12. Click Add to Trusted Certificates and OK in the following dialogue boxes.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] Show all certification paths found

SUMET - eduSign Root Certifil  Summary Details Revocation Trust  Policies Legal Notice
= sign-CAT eduSign
Karin Holmgren

Trust Settings
This certificate is trusted to:
i Sign documents or data

® Certify documents

#  Execute dynamic content that is embedded in a certified
document

3 Execute high privilege JavaScripts that are embedded in a
certified document

3 Perform privileged system operati (networking,
printing, file access, etc.)

en
Add to Trusted Certificates...

£ >

@ The selected certificate path is valid.
The path validation and revocation checks were done as of the signing time:

2020/11/07 14:23:41 +07'00"
Validation Model: Shell

OK

7M1




Quick guide for validating Edusign signatures and settings in Adobe Acrobat

Acrobat Security pod

. If you change the trust settings, you will need to revalidate any signatures to see the
l % change.

By directly trusting the signer's identity you are overriding all inherited trust settings.
Are you sure you want to do this?

Import Contact Settings

Certificate Details
Subject: SUNET - eduSign Root Certification Authority
Issuer:  SUMET - eduSign Root Certification Authority

Usage: Digital Signature, Sign Certificate (CA), Sign CRL

Expiration: 2035-05-01 23:34:47

Trust

A certificate used to sign a decument must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for
Signed documents or data
[ Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,
etc,)
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

13. The proof of validation has its own certificate, and you might need to change
the settings in Adobe Acrobat to accept this certificate as well. Follow the
procedure described in the previous steps. Select the last signature, the one for the
proof of validation, and click Certificate Details.

File Edit View Window Help

Home Tools Beslut om varstadn... X

@ This file claims compliance with the PDF/A standard and has been ¢
Signatures X

[=Z] ~ Validate All

> % Rev. 1: Signed by Patrik Spanning Westerlund

v B Rew. 2: Signed by eduSIGN Validator G1 <noc@s

RO OB

Signature is valid:
Document has not been modified since this s
Signer's identity is valid

Signature is a document timestamp signature

5 @

Signature is LTV enabled

e Signature Details

Last Checked: 2021.05.07 16:44:05 +02'00'
Field: Signature2 (invisible signature)

Click to view this version

14. Select the top certificate in the left column and click Trust.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chai
the selected entry.

[[] Show all certification paths found

eduSIGN Validator G1 Summary Details Revocation Trust  Policies
I_L eduSIGM Validator G1 <noc@s
SUMNET

lssued by:  eduSIGM Validator G1 <noc@s
SUMNET
Valid from:  2021/01/18 22:43:01 +02'00"
Valid to:  2071/01/18 22:58:01 +02'00"

Intandad icana e -0 e . n n =
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

15. Click Add to Trusted Certificates. Click OK in the following dialogue boxes,
like in step 12.

ficate Viewer

1is dialog allows you to view the details of a certificate and its entire issuance chain. The details correspont
1e selected entry.

15how all certification paths found

duSIGN Validator G1 <noc@|  Summary Details Revocation Trust  Policies  Legal Notice

This certificate is directly trusted in your trusted certificates list,

Trust Settings

This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

¥  Sign documents or data
#®  Certify documents

#  Execute dynamic content that is embedded in a certified
docurment

#  Execute high privilege JavaScripts that are embedded in a
certified document

#®  Perform privileged system operations (networking,
printing, file access, etc.)

Revecation checking is not performed for this cel te because
it is directly trusted as a trust ancher,

Add to Trusted Certificates...
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Quick guide for validating Edusign signatures and settings in Adobe Acrobat

16. When you upload a file to Public 360 (regardless of whether you do it when
creating the case document, or afterwards as shown here), make sure it is the file

with proof of validation you upload, the one with the suffix ”.svt” in the file name.
< c

H Apps A Medarbetarwebben

» =)

& https://publictest.slu.se/locator/DMS/Document/Details/Simplified/61000?module=Document&subtype=610008irecno=9492628\VerlD=944423

A Informationshanteric o+ 360°-Test o~ 360°-Prod [ TopothekPortal-D:  [J Home-TSC EMBL Heidelberg - T @ Start - Riksarkivat

Home - In progre: n about spring cleaning » Journal documes

( 360° ~

ion about spring clear

< Back to Case: Decision ...

3

=
Enter search words ()\/l Advanced search

Decision about spring cleaning

Journal document: ua 2022-65-1

< | Dokument

5 SunetStatus 5 eduSign - sakerd

® History ﬁ Favourites -.

Workflow | | Dispatch | | Document functions I o st vew
U o cut x Eﬁ % New item ~ =
W Copy path ] 47 Easy access ~
Finto Quick Copy Paste _ Move Copy Delete Rename  Hew Properties
Files (0) access [E] Pasteshortat  “to- o~ folder - e
Lists the files connected to the document Clipboard Organise New Open
« v > ThisPC » Documents > eduSign > Dokument
@ select or dr; 3 Newfile New file reference ~  Name Date modified Ty
st Quick access &) Beslutsdokument Y.pdt D9/U472021 19:28 A
v Lastl Documents * Beslutsdokument 10,pdf 09/04/2021 15:28 A
B Downloads - Beslutsdokument 11.pdf 09/04/2021 15:28 I
. Beslutsdokument.d 09/04/2021 16:19 M
There are no items to display in this list. & Pictures #* eslutsdotument.doe
Beslutsdokument pelf 14/10/2021 16:47 A
SLU Styrelse #*
Beslutsdokument_2022-03-01.docx 28/02/2022 19:14 M
gemensamt * Beslutsdokument_2022-03-01pdf 28/02/2022 18:14 A
Details * Beslutsdlokument-signed pdf 14/10/2021 16:49 A
o Lists the dacument details #+ Decision document 1.pdf 09/04/2021 15:59 A
AD_paspb001 Decision document 1-signed.pdf 23/03/202212:40 A
o _ bevie * Decision document 1-signed.svt.pdf 01/04/2022 10:46 A
Caser ua 2022-65 Decision about spring cleanin; i
- pring £ Dokument Decision document 2.pif 09/04/2021 15:59 A
Document date: o022 A Decision document 3.pdf 09/04/2021 15:59 A
Flexredovisning 2021
Due date: Decision document 4.pdf 09/04/2021 15:59 A
Lathundar och manualer 5.8 o,
Document category:  Internal memo with follow-up - Decisian document 5.pdf D9/04/2021 1559 A
Verksamhetsplanering_uppfaljnin Decision document 5_Adobe.pdf 15/06/2021 16:49 A
Status: Reserved o
& OneDrive Decision document 5_Adobe_selfsign.pdf ~ 15/06/2021 16:51 A
Responsible unit: ua @ Decision document.docx 09/04/2021 16:20 M
Responsible person: Patrik Spanning Westerlund items 1itemselected 279KB  State:/ @ Online Syncstatus: A\ Files are in conflict

17. Also make a note in the case document that the file(s) is/are validated, how
they were validated and the date of validation. If an external party has used another
service for e-signatures, e.g. Adobe Sign or Docusign, make a note of how that

signature was validated.

Home - In progress

on about spring cleaning » |

< Back to Case: Decision ...

Decision about spring cleaning

Journal document; ua 2022-65-1

Workflow Document functions

®) Select or drag files here

Dispatch

Files (0)

Lists the files connected to the document

¥ Newfile

360°

New file re

Edit properties: Journal document

Notes
_

General * Contacts

Validated using https://validator.edusign.sunet.se/ 2022-04-01
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