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Assessment of the appropriateness of disclosing confidential information to Click or tap here to enter the name of the IT service 
Introduction
This template is a support for carrying out the appropriateness assessment required under Chapter 10, Section 2a of the Public Access to Information and Secrecy Act (2009:400) (OSL) before confidential information is disclosed to an external service provider for technical processing and storage. 
Background
Under certain conditions, a public authority may disclose confidential information to private entities or other public authorities if the purpose is technical processing and storage of the information. Under the provision on the waiver of confidentiality in Chapter 10, Section 2a of the Public Access to Information and Secrecy Act, the condition for such a disclosure is that, under the circumstances, it is not inappropriate to disclose the information. SLU must therefore carry out an appropriateness assessment to determine whether the data can be made available to a service provider in a lawful, secure and appropriate manner. The appropriateness assessment must take into account the circumstances of both SLU and the supplier, as well as the specific information that will be disclosed. 
Responsibility
Under SLU’s information security policy, the information owner is responsible for carrying out the appropriateness assessment. The information owner is also responsible for deciding whether to disclose the confidential information. 
Checklist for appropriateness assessment in accordance with OSL 10:2a 
The checklist contains questions designed to assess the appropriateness of disclosing confidential information to an external service provider. The questions are based on the preparatory works for the provision on the disclosure of confidential information in Chapter 10, Section 2a of the Public Access to Information and Secrecy Act. The checklist can be used to gather and document the information required to make an informed decision on disclosure.
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1. General information
The questions are designed to gather general information about the IT service and its management.  
	Information owner

Please specify the person or position responsible for the information to be disclosed. 

	Click or tap here to enter text.
	IT service

Please enter the name of the IT service to which the appropriateness assessment applies.

	Click or tap here to enter text.
	Service provider 

Enter the name of the IT service provider. 
 
	Click or tap here to enter text.
	Contact persons

Please provide the relevant contact persons for the IT service, e.g. management representatives or operational representatives.

	Click or tap here to enter text.

2. Purpose of the disclosure
Describe the purpose of disclosing the confidential information to the service provider. Please describe, for example, the operational benefits that SLU hopes to achieve through outsourcing.
	Click or tap here to enter text.










3. The confidential information
Please describe the confidential information that will be disclosed to the service provider in the table below. For an explanation of the table headings, see the section ‘Table notes’ below.
	Type of information 
	Applicable confidentiality provision 
	Number of entries 
	Geographic scope 
	Recipient
	Supplier role with access to the data

	<Home addresses of SLU staff>
	<OSL Chapter 39, Section 3>



	<Approximately 200 residential addresses>
	<EU/EEA>
	<Supplier: Supplier Ltd>

<Subcontractor: Subcontractor Ltd>
	<The 'customer support' role has limited read access.>

<The 'system administrator' role has full read and write access.>

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



3.1. Table notes
	Table heading
	Explanation

	Type of information
	Information deemed confidential under the Public Access to Information and Secrecy Act. 
 

	Applicable confidentiality provision
	The confidentiality provision in the Public Access to Information and Secrecy Act deemed to apply to the type of information in question. 


	Number of entries
	The number of entries of information subject to confidentiality within the specified category of information.


	Geographic scope
	Details of where the information will be processed geographically by the service provider, including any subcontractors. The geographic scope generally corresponds to the data centres where the technical processing and storage of the information will take place.

	Recipient


	The external parties that will have access to the confidential information.  

	Supplier role with access to the data
	Roles at the IT service supplier through which the supplier and/or the subcontractor can access the confidential information. Please also describe the access levels for each role, e.g. limited read access, full read and write access, etc.




4. Technical and organisational security measures 
These questions aim to find out which technical solutions and working methods are used to protect confidential information.
	Are appropriate security measures in place to protect the confidentiality, integrity and availability of information in accordance with SLU’s catalogue of information and IT security requirements?[footnoteRef:1]  [1:  See also SLU.ua.2024.2.10-1752 Appendix 1: List of requirements for information and IT security.] 


	Yes   ☐

No    ☐

	If so, please provide a reference to the documentation supporting compliance with the requirements. 

Please refer to the completed requirements catalogue for information and IT security requirements for the IT service in question. The completed requirements checklist may also be attached to this appropriateness assessment. 

	Click or tap here to enter text.
	If not, has the information owner accepted the risk that the applicable security requirements will not be met? 



	Yes   ☐

No    ☐



5. Contractual relationship
These questions are intended to clarify SLU’s contractual relationship with the service provider.  
	Are there any contractual terms that could result in SLU losing control over the confidential information? 

Examples of such contractual terms include the supplier’s right to use SLU’s data for their own purposes; the supplier’s right to engage subcontractors without restriction; and the absence of geographical guarantees regarding where the data is processed. 

	Yes   ☐

If so, please provide a reference to the relevant section of the current contract: 
Click or tap here to enter text.

No ☐



	Is the service provider subject to a statutory duty of confidentiality?
A statutory duty of confidentiality is a legal obligation not to disclose confidential information. One example is the duty of confidentiality governed by the Act (2020:914) on the Duty of Confidentiality when Outsourcing Technical Processing or Storage of Data. Please note: as a general rule, the statutory duty of confidentiality referred to above applies only to those of the supplier’s staff who are physically based in Sweden.

	Yes   ☐

If so, please specify the relevant legislation: 
Click or tap here to enter text.

No ☐


	Has a confidentiality provision been established between SLU and the service provider?


	Yes   ☐

If so, please enter the SLU ID: 
Click or tap here to enter text.

No ☐


	Is there an exit clause or similar provision included in the contract with the service provider? 

An exit clause is a provision in a contract that sets out how and when a party may terminate the contract. An example of an exit clause is the contractual right of the customer to switch to another cloud service during a maximum transition period of 30 days (cf. the GDPR).
	Yes   ☐

If so, please provide a reference to the relevant section of the current  contract: 
Click or tap here to enter text.

No ☐



 
6. Other circumstances relevant to the extradition  
These questions are intended to identify any other circumstances relating to SLU’s disclosure of confidential information to the service provider. 
	Is there any extraterritorial legislation that could affect SLU’s control over confidential information? 

Extraterritorial legislation means that a country’s laws apply even outside its own borders. Illustrative examples of extraterritorial legislation include the US regulations FISA 702 and the CLOUD Act.  
	Yes   ☐

If so, please specify which legislation: 
Click or tap here to enter text.

No ☐



	Are AI tools used by the IT service in a way that could affect the status of the processed data as public records?

An AI tool can generate information that constitutes public documents. It must therefore be assessed whether such documents are subject to confidentiality.


	Yes   ☐

No ☐


Recommendation from the data protection team 
The data protection team’s recommendation as to whether it is appropriate or inappropriate to proceed with the proposed disclosure of the confidential information for technical processing and storage by the service provider:
	Click or tap here to enter text.















Decision on disclosure 
The information owner’s decision to disclose the confidential data for technical processing or storage by the service provider: 
	The information may be disclosed
	☐

	The information may be disclosed, provided that further measures are taken
	☐
Please specify any further measures: Click or tap here to enter text.


	The information must not be disclosed
	☐



	Place and date

	Signature and printed name of the information owner (may also be signed electronically) Guidance on using AI services | Staff web
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